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Is your host data protected?

Data on host systems is often the most sensitive on
the network. Yet to access their mainframe hosts,
many companies use older terminal emulators that
don’t comply with the latest security standards. These
emulators leave host systems — and sensitive customer
data — vulnerable to security breaches and insider fraud.

Do you know for certain that your emulator isn’t too
old? Do you know whether you're leveraging its security
capabilities well enough to protect your host systems
from security breach and insider fraud?
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Reflection 2011 can mask data as it is being typed into host sessions.

If not, the Attachmate® Security Check can help
you ensure that you're keeping pace with the latest
security standards, requirements, and capabilities.

Reduce risks with the Attachmate
Security Check

With the Attachmate Professional Services Security
Check, you gain access to our deep knowledge of and
longtime experience with host security. During a Security
Check, an Attachmate specialist will examine how
you've implemented and configured your terminal
emulation software, as well as how you use it.
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After the onsite analysis, we will produce a report of
our findings on your host security implementation.
Any recommendations will be introduced to you in
detail during an onsite visit or through a webinar.
After the Attachmate Security Check, you will be in a
perfect position to minimize your host security risks.

To fully secure your host data, it's best to make use

of a next-generation terminal emulation product that
includes legacy host security. For example, Attachmate
Reflection® terminal emulators provide secure access
to traditional green-screen applications through a
modern multi-layered architecture. But technology

is just one part of a modern security
architecture. Knowledge and execution
are also key.
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What does the Attachmate Security
Check look at?

For many companies, host security means
only encryption. While encryption is
important, the Attachmate Security Check
looks at a number of areas, including:
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e Encryption
Is your SSL/TLS or SSH encryption
technology current, and does it adhere
to the highest security standards for
encryption and cryptography?

N (Y/N)

e Authentication
Do you have centralized identity
management in place that includes
access control to host resources?

e Access control
Can you restrict access to a host resource through
an existing LDAP authentication mechanism?

e Privacy/user restrictions
Can sensitive data on the screen, such as a credit
card or national ID number, be masked or hidden?
Are users restricted in using macros to collect
important customer data?

¢ Auditing and monitoring
Do you know who accesses host resources and when?
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Make use of the broad experience of the security experts from Attachmate Improve Your Security with an
Professional Services. We will help you implement a modern host Attachmate Security Check
security architecture so that you can better secure your host systems,
and improve your compliance with new government regulations and
standards such as PC| DSS. During a Security Check, an
Attachmate consultant will analyze
L . whether your terminal emulator
Pricing details meets certain security criteria. This
analysis will help you learn how to:

Protecting Host Connections

The Attachmate Security Check is offered at attractive rates that are
below our standard consulting rates. Please contact your Professional e Protect mission-critical data in
Services Engagement Manager or your Attachmate Sales Representative motion on the network

for current pricing. e |everage FIPS 140-2-validated

cryptography with SSL/TLS and SSH

About Attachmate Professional Services L

For nearly 30 years, Attachmate has developed highly secure terminal validation systems
emulation products, and helped customers seamlessly upgrade from
less secure products. Through this deep experience, which includes

e Hide sensitive data on host screens

dedication to a Secure Development Lifecycle, Attachmate allows you * Protect credit card data to pass
to address crucial security risks — and gain control of your terminal security audits
emulation desktops. e | og access to sensitive host data
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